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New York State Department of Financial 
Services (“DFS”) Compliance, NYCRR 500 
 

 
Introduction 
 
On March 1, 2017, the New York State Department of Financial 
Services (DFS) released Cybersecurity Requirements for Financial 
Services Companies. The new compliance regulations are a direct 
result of the ever-growing threat posed to information and financial 
systems. 
  
Financial institutions are identified as banks, insurance firms, and 
financial services organizations that have dealings with, or operate 
within, the bounds of New York State. These institutions will be 
required to prepare and provide a Certification of Compliance with the 
NY DFS Cybersecurity Regulations annually, starting on February 15, 
2018. 
  
The NY DFS Cybersecurity program effectively holds a financial 
institution responsible for hiring or delegating ownership of the 
responsibilities of a CISO such as:  

• running a risk assessment  
• building guidelines and response plans around the findings 
• maintaining and securely disposing of Nonpublic Information 

(NPI) 
• identifying and maintaining audit trails of cybersecurity events 

 
While most Financial organizations will find the NY DFS 
straightforward, especially when already complying with strict 
regulations such as SOX and PCI DSS, there are a few pitfalls such as 
the requirements of “5-year audit trails” and effective “third party 
review” that may require special attention. 
 
ObserveIT helps more than 500 financial organizations with vendor 
focused compliance reports, identification and elimination of insider 
threat, and ensures cost-effective, unambiguous, noiseless 
cybersecurity events for incident response teams. 
 
 

Executive Summary 
• NY DFS Cybersecurity Requirements 

introduced March 1, 2017 

Affected Organizations 
• Banks, insurance firms, and financial 

services organizations operating in 
New York State 

Requirements 
• Cybersecurity program and policy 
• Risk assessment, testing and 

compliance 
• Personnel, resources, and training 
• Approach to protect and securely 

dispose of Nonpublic Information 
(NPI) 

• Audit and NPI record retention 
• Third party risk assessment 
• Incident response and notification 

Nonpublic Information (NPI) Defined 
• Individual health care provider 

information 
• Business-related information 
• SSN, driver’s license, account 

numbers, security codes, or biometric 
records 

Audit trail retention requirements 
• Maintain audit trails to reconstruct 

material financial transactions for at 
least 5 years 

Cybersecurity event retention requirements 
• Maintain audit trails to detect and 

respond to cybersecurity events for at 
least 3 years 

Penalties for noncompliance 
• Directors and officers can be held 

personally liable 
• Reduced confidence, reputation, and 

market share 
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Below are just a few ways you can leverage ObserveIT functionality to 
help with the new NY DFS Cybersecurity regulation requirements. 
  
 

Risk assessment and Testing Requirements 
NY DFS states that continuous monitoring means the Covered Entity 
“has the ability to continuously, on an ongoing basis, detect changes or 
activities within a Covered Entity’s Information Systems that may 
create or indicate the existence of cybersecurity vulnerabilities or 
malicious activity.” 
 
ObserveIT continuously monitors all user activity and includes an 
advanced insider threat library that will detect common insider threat 
activity. With 200+ out-of-the box alerts, organizations are able to 
both monitor user activity and ensure they are constantly vigilant for 
insider threat indicators and/or malicious activity. 

 

 
 
Audit trail 
ObserveIT records all user activity on 
desktops, in applications, and on servers to 
monitor personnel activity, detect potential 
cybersecurity events, and provide alerts on 
unauthorized activities. External service 
provider activity is tracked by ObserveIT 
monitoring the gateway through which 
external providers gain access to the 
environment or selective monitoring of the 
external service provider users on the actual 
machines. 

 
 

 
Access controls and Identity Management 
ObserveIT can limit access to assets and associated facilities to 
authorized users, processes, or devices. Additionally, ObserveIT’s 
secondary authentication and service desk integration can ensure only 
authorized activities and transactions. Remote access over a Terminal 
Server or Citrix can be managed and monitored. Access permissions 
are managed, incorporating the principles of least privilege and 
separation of duties by triggering alerts in ObserveIT for violations of 
access both in IT systems as well as business applications. 
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Application security  
ObserveIT can help with the inventory of software 
platforms and applications by providing a detailed 
activity log of assets used or accessed by employees 
and vendors including desktops, servers, and 
applications. The information can be collected 
through reports and can augment information 
received from identity management or asset 
management systems by providing the actual use of 
these assets by the users. 
 
 

 
 
Resources and Training  
ObserveIT assists with awareness and training by notifying 
employees of the security policy relating to the activity on a 
corporate asset. Live and automated messages can be sent 
directly to the end user machine notifying them to stop out-of-
policy activities. Privileged users and third-party users can 
receive a message on login regarding responsibilities when 
using a privileged account. 
 
 
 
 

 
Third parties 
Vendors, contractors, and partners can help you 
get the job done. But they can also introduce 
insider threat risk to your organization.  
 
ObserveIT addresses risk associated with your 
remote vendors and 3rd parties by monitoring all 
actions taken on a company’s system. ObserveIT 
collects a full audit trial that will serve forensic 
evidence, detect any out-of-policy behavior and 
enable faster and more accurate response. 
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Incident response and notifications 
ObserveIT alerts are configured to include the 
description of the impact of the event, the 
required actions, and can be categorized 
accordingly. When an alert is generated, all 
required information for investigation is available 
within the ObserveIT Web Console so the impact 
of the alert is understood. Forensic investigation 
is enabled since recorded sessions and logs are 
stored securely and provide full “chain of 
custody” on exactly what happened during an 
incident. ObserveIT has an intuitive user interface 
that doesn’t require any special skills. 

 
Summary 
 
The New York State department of Financial has clearly stated that all regulated institutions to move 
swiftly and urgently to adopt a cybersecurity program that aligns with the outlined minimum standards.  
ObserveIT is here to help and is built to help organizations protect against internal cyber threats. Third 
parties, highly privileged users or business users, insiders present a massive risk to organizations 
because they have been given access to critical applications, systems, and data to do their jobs. 
ObserveIT will help identify and eliminate insider threat by combining the most comprehensive view of 
user activity on all endpoints, applications, and files with hundreds of preconfigured indicators of insider 
threat built by industry experts and rich analytics. The solution drastically decreases the risk of an 
insider threat incident, ensures organizations remain compliant, decreases time spent on investigating 
incidents, and prevents data loss. 
 


